it B Lo e frbEan O

RUE

KE!

ZH B YA NSRRI

7hJE2—-Y32ELTUICR
Renewing Cyber-Deterrence Policy in the US

“Attribution” and “Resilience”

l=h=v

Wt LHE)) 22 a Yy LT 4 v RS TR /
BEIEFEFAK Y SFC WL R _LIE AT &

Takahisa Kawaguchi

Senior Consultant, Tokio Marine & Nichido Risk Consulting Co., Ltd. /
Senior Researcher, Keio Research Institute at SFC

Abstract:

Keywords:

P A N2 THIEIIERET 200 7 ED XS M- BB FTH A/ —
PEHERET 20207 KFHIKE DAL - RARBEEGRIZ BT 294 73—
HEBEEDOZSEAFRR L 5535, ZORWMIE AL S, KEOIAS - iR
WIZBGTD [ N=k] ORI ZhET—EBEDOENEDTH 57225
ZAUTKE D BREIZAACRHMEH & 51 T AN =L PCR 2R LT % /-
FERTH 5, MFHOEFAT A N2 OERIERETH S [T M) a—
Vav | [VLOVZV ] BB, ThHlzk->T, AN —=#bidshiR 4 B
DOH b,

Can deterrence work in cyberspace? What kinds of situations does cyber-
deterrence work in? This paper explores these questions, while describing the
transition of “cyber-deterrence” concept in the US. The cyber-deterrent policy has
been inconsistent in the past. It is because the U.S. government has attempted to
renew the cyber-deterrence policy in response to changes in security environment
and technical innovations. The renewing of cyber-deterrence policy has been
driven by the inherent problems of cyberspace: “attribution” (identifying the cyber
attackers) and “resilience” (restoring networks and data damaged by the cyber-
attacks), and they make cyber deterrence be more effective.
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